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
,QWHUQDWLRQDO&RQIHUHQFHRQ0HFKDQLFDODQG(OHFWURQLF(QJLQHHULQJ
7KH5HVHDUFKRQ6WUDWHJ\RI%XLOGLQJ&DPSXV1HWZRUN6HFXULW\
%DVHGRQ8QLYHUVLW\0DQDJHPHQW
0D7DR:HL6KDRTLDQ/LX0LQJOLDQ:X%DR]KX
7HDFKHUV¶&ROOHJHRI%HLMLQJ8QLRQ8QLYHUVLW\


$EVWUDFW
&DPSXV QHWZRUN SOD\ D FUXFLDO UROH LQ WKH VWXG\ DQG PDQDJHPHQW RI WKH GDLO\ ZRUN RI VFKRROV :LWK WKH UDSLG
GHYHORSPHQWDQGSRSXODUL]DWLRQRIWKHFDPSXVQHWZRUNWKHVHFXULW\LVVXHVEHFRPHLQFUHDVLQJO\SURPLQHQW+RZWRPDNH
VDIHDQGHIILFLHQWRSHUDWLRQRIWKHFDPSXVQHWZRUNJLYHIXOOSOD\WRLWVWHDFKLQJPDQDJHPHQWDQGVHUYLFHIXQFWLRQVKDV
EHFRPHDQLVVXHFDQQRWEHLJQRUHG2QWKHEDVLVRIWKHDQDO\VLVRIWKHFKDUDFWHULVWLFVDQGFRPPRQWKUHDWVWRWKHFDPSXV
QHWZRUNVHFXULW\PDQDJHPHQWQHWZRUNVHFXULW\FRPPRQO\XVHGWHFKQLTXHVVXFKDVILUHZDOOV9/$1DQGVRRQPDGHD
VHULHVRIVHFXULW\SROLF\IRUWKHFDPSXVQHWZRUNFKDUDFWHULVWLFV

3XEOLVKHGE\(OVHYLHU%9
6HOHFWLRQDQGSHHUUHYLHZXQGHUUHVSRQVLELOLW\RI,QIRUPDWLRQ(QJLQHHULQJ5HVHDUFK,QVWLWXWH

.H\ZRUGVFDPSXVQHWZRUNVHFXULW\WKUHDWVVWUDWHJ\
,QWURGXFWLRQ
7KHFDPSXVQHWZRUN LV DFROOHFWLRQRI WHDFKLQJ UHVHDUFK DGPLQLVWUDWLYH HGXFDWLRQDODGPLQLVWUDWLRQDQG
JHQHUDOPDQDJHPHQWIXQFWLRQVLQWRRQHLQWHJUDWHGQHWZRUNLWKDVLQOLQH:DL\LQIXQFWLRQWRPHHWLQFOXGLQJ
,QWHUQHWVHUYLFHVUHPRWHHGXFDWLRQVHUYLFHVHOHFWURQLFEXOOHWLQERDUGDQGYLGHRFRQIHUHQFLQJDQGRIIFDPSXV
GDWDFRPPXQLFDWLRQVVHUYLFHVDQGRWKHUUHTXLUHPHQWV:LWKWKHUDSLGGHYHORSPHQWDQGZLGHUDSSOLFDWLRQRI
FRPSXWHUWHFKQRORJ\QHWZRUNWHFKQRORJ\WKHFDPSXVQHWZRUNLQWKHVFKRROWHDFKLQJDQGPDQDJHPHQWSOD\
DQLQFUHDVLQJO\LPSRUWDQWUROHIRUWHDFKHUVDQGVWXGHQWVZRUNVWXG\ OLYLQJSURYLGHVDJUHDWFRQYHQLHQFH LV
DERXWWRFKDQJHWUDGLWLRQDO WHDFKLQJDQGPDQDJHPHQWPRGHOV+RZHYHU WKHVHFXULW\LVVXHVDUHLQFUHDVLQJO\
KLJKOLJKWFRPSXWHUYLUXVHVKDFNHUDWWDFNVGDWDWDPSHULQJDQGORVVRIQHWZRUNVHFXULW\ULVNVSRVHGDJUDYH
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WKUHDWWRWKHFDPSXVQHWZRUN2QFHWKHVHVHFXULW\ULVNVDWWDFNZLOOEULQJDORWRIQHJDWLYHLPSDFWFDQKDYH
VHULRXVFRQVHTXHQFHV7KHUHIRUHWRXQGHUVWDQGDQGDQDO\]HWKHVHFXULW\ULVNVWDNHWKHULJKWVWUDWHJ\WRUHVLVW
WKH WKUHDW LV WKH IXQGDPHQWDO FRQVWUXFWLRQ RI WKH FDPSXV QHWZRUN VHFXULW\ LV WKH SURWHFWLRQ RI WKH FDPSXV
QHWZRUNWRIXQFWLRQSURSHUO\
7KHFDPSXVQHWZRUNVHFXULW\WKUHDWV
7KHUHDVRQVIRUWKHFDPSXVQHWZRUNDQGRWKHUQHWZRUNFRPSDUHGZLWKLWVRZQFKDUDFWHULVWLFVSRVHDWKUHDW
WR WKH VDIHW\ RI WKH FDPSXV QHWZRUN DQG WKH SUHVHQFH RI WKH VHFXULW\ ULVNV DUH QRW WKH VDPH 'XH WR WKH
SDUWLFXODULW\ RI WKH FDPSXV QHWZRUN FDPSXV QHWZRUN VHFXULW\ WKUHDWV DUHPDLQO\ SURGXFHG LQ LQWHUQDO DQG
H[WHUQDOFDXVHVLVIROORZHG
,QWHUQDOVHFXULW\WKUHDWVIDFHGE\WKH&DPSXV1HWZRUN
7KHZHDNVHQVHRIFRQILGHQWLDOLW\8QDXWKRUL]HGDFFHVVWRLQWHUQDOXVHUVLQWKHFDPSXVQHWZRUNLVRQHRI
WKHPDLQFDPSXVQHWZRUNVHFXULW\ LV WKUHDWHQHG WKHPRVW OLNHO\ WRFDXVH OHDNDJHRU WDPSHULQJZLWKV\VWHP
UHVRXUFHVDQGLPSRUWDQW LQIRUPDWLRQ)RUH[DPSOHDVFKRROVWXGHQWLQWKHFDPSXVQHWZRUNVWXPEOHGRQWKH
WHDFKHU FRPSXWHU SDSHUV WKH UHVXOWV OHDG WR PDQ\ VWXGHQWV DURXQG (DVW UXPPDJLQJ EHFDXVH WKH WHDFKHU
V
FRPSXWHUGLGQRWDGGDQ\DFFHVVUHVWULFWLRQVVWXGHQWVVLPSO\LQWKH1HWZRUN1HLJKERUKRRGEHDEOHWRILQGWKH
UHTXLUHGGDWD,QDGGLWLRQVRPHRIWKHFDPSXVQHWZRUNIRUVLPSOHDQGVDYHWLPHWKHQDPLQJRIWKHFRPSXWHU
RIWHQ QDPHG DIWHU WKH QDPH RI WKH GHSDUWPHQW WKH FRPSXWHU
V DGPLQLVWUDWRU DFFRXQW GRHV QRW PDNH DQ\
PRGLILFDWLRQVWRWKHGHIDXOWDFFRXQWGRQRWHYHQVHWWKHORJLQSDVVZRUGZKLFKLVHTXDOWR7KHDWWDFNHURSHQV
WKHGRRUVRWKDWDQDWWDFNHUFDQHDVLO\ILQGWKHWDUJHWRILQWHUHVWIURPLQWUXGLQJLQWRWKHFRQILGHQWLDOFRQWHQW
IHHOIUHHWREURZVHPRUHGDQJHURXVDQGVRPHGDWDRIQRQDXWKRUL]HGDQ\FKDQJHVWKHUHLVQRVHFXULW\FDQEH
VWDWHPHQW
,QWHUQDO XVHUV WR PDOLFLRXV DWWDFNV 7KLV LV DQRWKHU PDMRU FDXVH RI WKH FDPSXV QHWZRUN VHFXULW\ LV
WKUHDWHQHG6FKRROVIRFXVRQWKHORFDOFRPSXWHUXVHUVWKHUHLVQRODFNRIVWXGHQWVPDVWHUDWWKHVDPHWLPH
WKHFXULRVLW\RI WKHVWXGHQW
VZHLJKW LPLWDWLRQDQGVWURQJHYHQ LI WKH OHYHO LVQRWKLJKFDQDOVREHXVHG WR
DWWDFNRWKHUSHRSOH
VFRPSXWHUVSHFLDOVRIWZDUHGRZQORDGHGIURPWKH,QWHUQHW$FFRUGLQJWRVWDWLVWLFVDERXW
SHUFHQWRIWKHFDPSXVQHWZRUNDWWDFNVIURPLQWHUQDOXVHUVDVRSSRVHGWRH[WHUQDODWWDFNIRULQWHUQDOXVHUV
PRUH DGYDQWDJHRXV GHVWUXFWLRQ , WDXJKW DW WKH VFKRRO WKH FDPSXV QHWZRUN RI VHYHUDO VHUYHUV DUH RIWHQ
DWWDFNHGE\VWXGHQWVVRPHRXWRIFXULRVLW\VRPHIRUPDOLFLRXVUHWDOLDWLRQHVSHFLDOO\WKH&UHGLW0DQDJHPHQW
6\VWHPLVDQLPSRUWDQWJRDORIVWXGHQWDWWDFNV
([WHUQDOVHFXULW\WKUHDWVIDFHGE\WKH&DPSXV1HWZRUN
&RPSXWHUYLUXVHV&RPSXWHUYLUXVHVDUHWKHPDLQUHDVRQIRUWKHFDPSXVQHWZRUNLVIDFLQJH[WHUQDOVHFXULW\
WKUHDWV'XHWRWKHSDUWLFXODULW\RIWKHFDPSXVQHWZRUNXVHUEDVHWKHVWXGHQWVRIWHQGRZQORDGVRIWZDUHWRXVH
RIWHQVKDUHUHVRXUFHVZLWKHDFKRWKHUSURYLGHVDIDYRUDEOHZD\IRUWKHVSUHDGRIFRPSXWHUYLUXVHV:LWKWKH
UDSLGGHYHORSPHQWRIFRPSXWHUQHWZRUNFRPSXWHUYLUXVHVVSUHDGPRUHZLGHO\WKHSUROLIHUDWLRQRIIDVWHUDQG
IDVWHUPRUHSRZHUIXOGHVWUXFWLYHWKHWKUHDWWRWKHFDPSXVQHWZRUNLVDOVRJURZLQJ,VFKRROFDPSXVQHWZRUN
IRUH[DPSOHWKHVKRFNZDYHDQG6DVVHUVSUHDGWRLQVWDOO:LQGRZVFRPSXWHUZLWKLQWKHFDPSXV
QHWZRUN 'HFHPEHU  D VWXGHQW RSHQHG WKH RQH FRQWDLQLQJ WKH ZRUGV /RYH WKH EDFN GRRU  D YLUXV
UHVXOWLQJ LQ /RYH WKH EDFN GRRU LQWR D QHWZRUN RI ',< FODVVURRP WKH YLUXV FRQVWDQWO\ VHDUFK QHWZRUN
UHVRXUFHVUHVXOWLQJLQWKHHQWLUHORFDODUHDQHWZRUNUHVRXUFHVDUHRFFXSLHGZKHUHWKHUHDUHVKDUHGGLUHFWRU\
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RQ WKH YLUDO UHSOLFDWLRQ LQ WKH SDVW LQ D YHU\ VKRUW SHULRGRI WLPH  FRPSXWHUV RQ WKH QHWZRUN LQ D VHPL
SDUDO\]HGVWDWH7KHWKUHDWRIFRPSXWHUYLUXVHVRQWKHFDPSXVQHWZRUNLVHYLGHQW
+DFNHUV,QDGGLWLRQWRWKHIDFHRIDWWDFNVIURPLQWHUQDOFDPSXVQHWZRUNEXWDOVRWRSUHYHQWDWWDFNVIURP
H[WHUQDO KDFNHUV ([WHUQDO KDFNHUV KDFNHU SURJUDPV V\VWHP YXOQHUDELOLWLHV UHPRWH FRQWURO FRPSXWHU DQG
HYHQ GLUHFW GDPDJH WR FRPSXWHU V\VWHPV 7LUHOHVV KDFNHU XVXDOO\ LPSODQWHG LQ WKH XVHU¶V FRPSXWHU ZLWK D
7URMDQ YLUXV 7URMDQ KRUVH LQVLGH DQG RXWVLGH WKH FROOXVLRQ SRVHV D WKUHDW WR FRPSXWHU VHFXULW\ DQG WKXV
HQGDQJHUWKHQHWZRUN
&DPSXV1HWZRUNGHIHFWVDQGSK\VLFDOVHFXULW\WKUHDWV
$GGLWLRQE\WKHVHFXULW\WKUHDWV IURPLQVLGHDQGRXWVLGHWKHV\VWHPWKHFDPSXVQHWZRUN WKHUHDUHRWKHU
VHFXULW\ULVNV
6\VWHPYXOQHUDELOLWLHV7KLV LVRQHRI WKHUHDVRQV IRU WKHGHIHFWVRI WKHFDPSXVQHWZRUN%HFDXVHRI WKH
KXJHRSHUDWLQJV\VWHPFRGHLQYDU\LQJGHJUHHV WKHUHDUHVRPHVHFXULW\YXOQHUDELOLWLHVVRPHRIWKHZLGHO\
XVHGRSHUDWLQJV\VWHPVXFKDV:LQGRZV[SVHFXULW\YXOQHUDELOLWLHVPRUHSOXVWKHV\VWHPDGPLQLVWUDWRU
RUXVHRIFRPSOH[V\VWHPVDQGWKHLURZQVHFXULW\PHFKDQLVPVGRQRWNQRZHQRXJKLPSURSHUFRQILJXUDWLRQ
WKXVIRUPLQJDVHFXULW\ULVN
3K\VLFDOVHFXULW\WKUHDWV1HWZRUNVXUURXQGLQJHQYLURQPHQWDQGSK\VLFDOSURSHUWLHVRIQHWZRUNHTXLSPHQW
DQGZLULQJLVQRWDYDLODEOHVXFKDVWKHGHYLFHLVVWROHQGHVWUR\HGGHVWUXFWLRQRULQWHQWLRQDORUQRWOLQNDJLQJ
UHVXOWLQJLQLQIRUPDWLRQGLVFORVXUHGXHWRHOHFWURQLUUDGLDWLRQHTXLSPHQWXQH[SHFWHGIDLOXUHVSRZHURXWDJHV
DQGQDWXUDOGLVDVWHUVSK\VLFDO IDFWRUVRI WKHGHVWUXFWLRQRIKDUPIXOJDVHVHWFZLOODOVRSRVHD WKUHDW WR WKH
QRUPDORSHUDWLRQRIWKHFDPSXVQHWZRUN
&DPSXV1HWZRUN6HFXULW\EXLOGLQJVWUDWHJ\
$QXQGHIHQGHGQHWZRUNRU WRSUHSDUH IRUDGHIHFWLYHQHWZRUNDW DQ\ WLPHPD\EH VXEMHFW WR WKUHDWV WKH
H[LVWHQFHRIVHFXULW\ ULVNVDWWDFNZLOOEULQJXQSUHGLFWDEOHFRQVHTXHQFHVDVHULRXVFDXVHRIV\VWHPFUDVKHV
QHWZRUN SDUDO\VLV 7KHUHIRUH WR WDNH HIIHFWLYH PHDVXUHV WR HQVXUH QHWZRUN VHFXULW\ LW LV YHU\ LPSRUWDQW
$FFRUGLQJWRWKHFKDUDFWHULVWLFVRIWKHFDPSXVQHWZRUNWRHQVXUHWKHVDIHW\RIWKHFDPSXVQHWZRUN\RXPXVW
PDNHDQHIIRUWLQWKHHGXFDWLRQRILQWHUQDOVWDIIPDQDJHPHQWDQGWHFKQRORJ\IRUWLILFDWLRQ
WRVWUHQJWKHQVDIHW\HGXFDWLRQWRVWUHQJWKHQWKHPDQDJHPHQWSUDFWLFHV
7R LPSURYH VDIHW\ DZDUHQHVV ,QWHUQDO SUHYHQW PRVW LPSRUWDQW WKLQJ LV WR VWUHQJWKHQ WKH QHWZRUN DQG
LQIRUPDWLRQ VHFXULW\ HGXFDWLRQ VR WKDW DOO XVHUV DQG QHWZRUN VWDII WR HVWDEOLVK D VHFXULW\ DZDUHQHVV LQ WKH
PLQGVRI(VSHFLDOO\WRWHDFKVWXGHQWVWRFRPSO\ZLWKQHWZRUNVHFXULW\PDQDJHPHQWV\VWHPDQGWKHQDWLRQDO
QHWZRUN LQIRUPDWLRQ VHFXULW\ UHJXODWLRQV WR SURKLELW XQDXWKRUL]HG DFFHVV \RXZDQW WR HGXFDWLRQDO FRQWHQW
DQG IRUPRI LQVWLWXWLRQDOL]HG DQG UHJXODU VWXGHQWV LQ WHUPVRI LGHRORJ\ WR HVWDEOLVK QHWZRUN VHFXULW\ KLJK
YROWDJH
(VWDEOLVKPHQWRI WKHVHFUHF\1HWZRUNPDQDJHUV WRPRQLWRUDQGDXGLW WKHEHKDYLRURI WKHXVHU
VDFWLRQV
FHQWUDOL]HGPDQDJHPHQW RI FRQILGHQWLDO LQIRUPDWLRQDQG FRQILGHQWLDO GRFXPHQWV WKH LPSOHPHQWDWLRQRI WKH
FRQILGHQWLDO VWRUDJH DQG WUDQVPLVVLRQ RI FRQILGHQWLDO FRQWHQW QRW KDYH DFFHVV WR SHUVRQQHO QRQFRQWDFW
LQIRUPDWLRQVWRUDJHDGGUHVV'DWDHQFU\SWLRQDQGNH\PDQDJHPHQWE\WKHSHUVRQUHVSRQVLEOHWKHRWKHUSHUVRQ
LVQRWHQWLWOHGWREHLQIRUPHGRISDVVZRUGVNH\VDQGGHFU\SWLRQPHWKRGV
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6HULRXVPDQDJHPHQWGLVFLSOLQH0DOLFLRXVRSHUDWLRQRIWKHLQWHUQDOVWDIIRULQWHQWLRQDOUHOHDVHRIYLUXVLQ
FRQMXQFWLRQ ZLWK VFKRRO PDQDJHPHQW DQG DQ LQYHVWLJDWLRQ KDV UHYHDOHG WKDW WKH DEROLWLRQ RI WKH DFFHVV
TXDOLILFDWLRQVEHJLYHQDGPLQLVWUDWLYHVDQFWLRQVVHULRXVOHJDOOLDELOLW\
7KHSURSHUXVHRIWKHSDVVZRUGWKHHQFU\SWLRQPHDQV
6HW D SDVVZRUG 7R IUHTXHQW FKDQJHV WR WKH V\VWHP DGPLQLVWUDWRU DFFRXQW DQG VHW DUELWUDU\ WKHUH LV D
VXIILFLHQWOHQJWKRIWKHSDVVZRUGWKHSDVVZRUGDQWLFUDFNLQJDELOLW\VRWKDWWKHDWWDFNHULVGLIILFXOWWRILQGWKH
DFFRXQWQXPEHUDQGSDVVZRUGWRXVHWKHVRIWZDUHSURJUDPWRFUDFNWKHFRGHPRUHGLIILFXOW7KHSDVVZRUG\RX
VHWVKRXOGEHDFRPSOH[SDVVZRUGZLWKOHWWHUVQXPEHUVVSHFLDOFKDUDFWHUVDQGFDQQRWOHDYHDUHFRUGRQWKH
FRPSXWHU FDQ DOVR EXLOG DQ $GPLQLVWUDWRU WUDS DFFRXQWV GRHV QRW FRQIHU DQ\ SULYLOHJHV SOXV D VXSHU
FRPSOH[SDVVZRUG7KXVHYHQLIWKHSDVVZRUGLVFUDFNHGWKHDWWDFNHUFDPHZLWKQRWKLQJ
8VH WKH VDPH SDVVZRUG GRHV QRW NQRZ WKDW VXFK KDV OHIW D VHFXULW\ ULVN %HFDXVH DWWDFNV DUH JHQHUDOO\
FUDFNHGDXVHU
VSDVVZRUGXVHWKLVSDVVZRUGWRWU\WKHXVHUHYHU\RQHWKDWUHTXLUHVDSDVVZRUGVR\RXZDQWWR
XVHGLIIHUHQWSDVVZRUGVLQGLIIHUHQWSODFHV
7KHXVHRIHQFU\SWLRQPHDQV:HEEDVHGVHUYLFHVQHWZRUNVHFXULW\SURWRFROVWUDQVPLVVLRQHQFU\SWLRQRI
:HEVHUYLFHVDUHJHQHUDOO\LPSOHPHQWHGDWWKHDSSOLFDWLRQOD\HUWKHVWRUDJHDQGWUDQVPLVVLRQRIFRQILGHQWLDO
LQIRUPDWLRQHQFU\SWHGWRSUHYHQWHDYHVGURSSLQJDQGKDFNLQJ:::VHUYHUWRVHQGFRQILGHQWLDOLQIRUPDWLRQ
QHZWHFKQRORJ\DFFRUGLQJWRWKH,3DGGUHVVRIWKHUHFLSLHQWRURWKHULGHQWLILHUVHOHFWWKHNH\WRHQFU\SWWKH
LQIRUPDWLRQ RSHUDWRU EURZVHU UHFHLYHV WKH HQFU\SWHG GDWD DFFRUGLQJ WR WKH LQIRUPDWLRQ LQ WKH ,3 SDFNHW
VRXUFH DGGUHVV RU RWKHU LGHQWLILHU GHFU\SWLRQRI HQFU\SWHGGDWD EXW DOVR OHIW LQWHUIDFH XVHUV FDQ UHORDG WKH
HQFU\SWLRQ DQG GHFU\SWLRQ DOJRULWKP WR FRQVWUXFW \RXU RZQ HQFU\SWLRQ DQG GHFU\SWLRQ PRGXOH
,QDGGLWLRQ\RXFDQHQFU\SWILOHVDQGIROGHUVIHDWXUHWRSUHYHQWRWKHUVIURPXVLQJWKHFRPSXWHUSHHN
7KHXVHRIDQWLYLUXVWHFKQLTXHVDGKHUHWRWKHSUHYHQWLYHGHWHFWLRQ
5RXWHRIWUDQVPLVVLRQRIFRPSXWHUYLUXVHVLWLVQHFHVVDU\WRWDNHHIIHFWLYHSUHYHQWLYHPHDVXUHVDQGWHVWLQJ
PHWKRGV
,GHRORJLFDO LPSRUWDQFH VWUHQJWKHQPDQDJHPHQW$Q\FRS\ LQIRUPDWLRQ IURP WKH H[WHUQDO IORSS\GLVN WR
WKHPDFKLQHVKRXOGEHRQD IORSS\GLVN IRUYLUXVVFDQQLQJ LI WKHYLUXVPXVWEHUHPRYHGVR\RXFDQNHHS
\RXU FRPSXWHU LV QRW QHZ WUDQVPLVVLRQ RI WKH YLUXV ,Q DGGLWLRQ EHFDXVH RI WKH ODWHQW YLUXV LW PD\ DOVR
FRQFHDOHGWKHPDFKLQHVRPHROGYLUXVZKHQWKHWLPHFRPHVZLOODWWDFNVRZHVKRXOGDOZD\VFKHFNWKHGLVN
LI D YLUXV LV IRXQG WR EH SURPSWO\ UHPRYHG 7KH PRVW FRPPRQO\ XVHG DQWLYLUXV VRIWZDUH PDGH 5LVLQJ
-LDQJPLQ-LQVKDQIRUHLJQ1RUWRQ0FDIHH7UHQGEXWWKHSULFHLVH[SHQVLYHWKDQWKHGRPHVWLF
*UDVS WKH DQWLYLUXV WHFKQLTXHV DGKHUH WR WKH XVH RI XQUHPLWWLQJ 7KH LGHRORJLFDO LPSRUWDQFH LV WKH
IRXQGDWLRQWRWDNHHIIHFWLYHYLUXVVFDQQLQJWHFKQRORJ\WRHQVXUH(IIHFWLYHGHIHQVHDJDLQVWFRPSXWHUYLUXVHV
PXVWDGKHUHWRWKHXVHRIWKHIROORZLQJWLSV1HYHURSHQHPDLORIXQNQRZQRULJLQHPDLODWWDFKPHQWRUDUH
QRWH[SHFWHGWREHUHFHLYHGLQVWDOODQWLYLUXVSURGXFWVDWOHDVWZHHNO\XSGDWHGYLUXVGHILQLWLRQVLQVWDOOHGRQ
\RXUFRPSXWHUIRUWKHILUVWWLPHWKHDQWLYLUXVVRIWZDUHWRHQVXUHWKDWWKHPDFKLQHKDVQRWEHHQJLYHQDYLUXV
LQIHFWLRQHQVXUHWKDWWKHFRPSXWHULQVHUWIORSS\GLVNV&'VDQGRWKHUUHPRYDEOHPHGLDDQGHPDLO,QWHUQHW
ILOHV GR DXWRPDWLF YLUXV FKHFNLQJ QRW IURP XQUHOLDEOH VRXUFHV WR GRZQORDG VRIWZDUH VHFXULW\ GRZQORDG
VRIWZDUHYLUXV VFDQSULRU WR LQVWDOODWLRQDVDJXLGHGRQRWXVHDVKDUHG LQVWDOODWLRQRI VRIWZDUHRUFRS\ WKH
VKDUHGIORSS\GLVNZKLFKFDXVHVWKHYLUXVWRSUHVVXUHVSUHDGIURPRQHPDFKLQHWRDQRWKHUPDFKLQHWKHZD\
PDQ\YLUXVZRUPXVHVWKH:LQGRZV6FULSWLQJ+RVWPD\ZLWKRXWWKHXVHUFOLFNV\RXFDQDXWRPDWLFDOO\RSHQ
DQLQIHFWHGDWWDFKPHQW\RXZDQWWRGLVDEOH:6+
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7RWDNHWKHGHIHQVHPRQLWRULQJNLOOLQJWKHYLUXVLQDWLPHO\PDQQHU,WLVQHFHVVDU\WRLQVWDOODVHWRIDQWL
YLUXVFRQWUROVHUYHULQDFDPSXVQHWZRUNDQGWKHRWKHUKRVWWRLQVWDOODQWLYLUXVFOLHQWXQLILHGGRZQORDGWKH
YLUXVGDWDEDVHIURPWKHVHUYHUDQGGLVWULEXWHGWRWKHFOLHQWVRDVWREHWWHUDQWLFKHFNNLOOWKHYLUXVZLWKLQWKH
FDPSXVQHWZRUNWKURXJKWKH6QLIIHUVRIWZDUHLQDWLPHO\PDQQHUWRGLVFRYHUWKHSRVVLEOHYLUXVLQIHFWLRQWKH
6QLIIHU VRIWZDUH D KRVW DQG WKH UHVW RI WKH FDPSXV QHWZRUN GR]HQV RI KRVW FRQWDFW DQG FRQWLQXH WR VHQG
SDFNHWVZKLFKWKDWWKLVKRVWLQIHFWHGZLWKDYLUXVFDPSXVQHWZRUNDFFHVV:$1FDQEHIRXQGE\VHWWLQJWKH
URXWHU SRVVLEOH YLUXV LQIHFWLRQ ,I \RX VHH D KRVW FRQWLQXRXVO\ WR WKH RWKHU KRVW WR VHQG E\WH SDFNHWV
LQGLFDWLQJWKDWWKHKRVWLVOLNHO\WREHLQIHFWHGZLWKYLUXVHV
8VH RI FRQWHQW ILOWHUV DQG ILUHZDOOV)LOWHU WHFKQRORJ\ FDQ VKLHOG WKH SRRU VLWH DQG KDYH SRZHUIXO
LQWHUFHSWLRQ RI ,QWHUQHW SRUQRJUDSK\ YLROHQFH DQG FXOW 7KH ILUHZDOO WHFKQRORJ\ LQFOXGHV G\QDPLF SDFNHW
ILOWHULQJDSSOLFDWLRQSUR[\VHUYLFHV XVHUDXWKHQWLFDWLRQ QHWZRUNDGGUHVV IRUZDUGLQJ ,3DQWLFRXQWHUIHLWLQJ
ZDUQLQJ PRGH WKH VRXQG RI ORJV DQG ELOOLQJ DQDO\VLV LQWUDQHW DQG H[WUDQHW WR LVRODWH SURWHFW WKH FDPSXV
QHWZRUNIURPLQWUXVLRQE\XQDXWKRUL]HGWKLUGSDUWLHV
8VH 9ODQ WHFKQRORJ\$6ZLWFKHG ORFDO DUHD QHWZRUN WHFKQRORJ\ $70 RU (WKHUQHW H[FKDQJH RI WKH
FDPSXV QHWZRUN \RX FDQ XVH WKH9ODQ WHFKQRORJLHV WR VWUHQJWKHQ WKH LQWHUQDO QHWZRUNPDQDJHPHQW9ODQ
WHFKQRORJ\LV WKHFRUHRIWKHQHWZRUNVHJPHQWEDVHGRQGLIIHUHQWDSSOLFDWLRQVEXVLQHVVDVZHOODVGLIIHUHQW
OHYHOVRIVHFXULW\QHWZRUNVHJPHQWDWLRQDQGLVRODWLRQWRDFKLHYHPXWXDODFFHVVFRQWURO\RXFDQDFKLHYHWKH
LOOHJDOSXUSRVHRIWKHYLVLWRI WKHUHVWULFWXVHUV1HWZRUNVHJPHQWFDQEHGLYLGHGLQWRSK\VLFDOVHJPHQWDWLRQ
DQG ORJLFDO VHJPHQWDWLRQ LQ WZRZD\V 3K\VLFDO VHJPHQWDWLRQ XVXDOO\ UHIHUV WR WKH QHWZRUN DW WKH SK\VLFDO
OD\HUDQGOLQNOD\HURIWKHGDWDVHJPHQWLVGLYLGHGLQWRVHYHUDOVHJPHQWVHDFKVHJPHQWFDQQRWFRPPXQLFDWH
GLUHFWO\ZLWKHDFKRWKHU/RJLFDOVHJPHQWDWLRQVHJPHQWVXFNHGWKHHQWLUHV\VWHPRQWKHQHWZRUNOD\HU,QWKH
DFWXDODSSOLFDWLRQSURFHVVXVXDOO\WDNHWKHSK\VLFDOPHWKRGRIFRPELQLQJVHJPHQWDWLRQDQGORJLFDOVHJPHQWV
$QWLYLUXVVRIWZDUH6HOHFWWKHDSSURSULDWHQHWZRUNDQWLYLUXVVRIWZDUHFDQHIIHFWLYHO\SUHYHQWWKHVSUHDGRI
WKHYLUXV LQ WKHFDPSXVQHWZRUN ,W VKRXOGKDYH WKHIROORZLQJFKDUDFWHULVWLFVķDEOH WRVXSSRUWDOOV\VWHP
SODWIRUPV DQG VRIWZDUH LQVWDOODWLRQ XSJUDGHV FRQILJXUDWLRQ RI WKH FHQWUDOPDQDJHPHQW 7R SURWHFW DOO
SRVVLEOHYLUXVHQWU\LQWKHFDPSXVQHWZRUNWKDWLVWRVXSSRUWDOO,QWHUQHWSURWRFRODQGHPDLOV\VWHPPD\EH
XVHGWRDGDSWWRDQGNHSWSDFHZLWKWKHUDSLGO\FKDQJLQJSDFHRIWKH,QWHUQHW$JH+DVDVWURQJSURWHFWLYH
IXQFWLRQWKHGDWDWKHSURJUDPFDQSURYLGHHIIHFWLYHSURWHFWLRQ
$FFHVVFRQWURO7KLVLVRQHRIWKHPRVWLPSRUWDQWPHDVXUHVRIQHWZRUNVHFXULW\DQGSURWHFWLRQZKRVHPDLQ
WDVNLVWRHQVXUHWKDWQHWZRUNUHVRXUFHVDJDLQVWXQDXWKRUL]HGXVHDQGXQDXWKRUL]HGDFFHVV7KHXVHU
VQHWZRUN
DFFHVV FRQWURO LV XVXDOO\ D XVHUQDPH LGHQWLILFDWLRQ DQGYHULILFDWLRQ LGHQWLILFDWLRQ DQG DXWKHQWLFDWLRQRI WKH
XVHUSDVVZRUGXVHUDFFRXQWGHIDXOW OLPLW FKHFNV:KHQ WKHXVHUHQWHUV WKHQHWZRUN WKHQHWZRUNV\VWHP WR
JLYHWKLVXVHUDFFHVVULJKWVXVHUVFDQRQO\RSHUDWHZLWKLQLWVFRPSHWHQFH,QWKLVZD\WRHQVXUHWKDWQHWZRUN
UHVRXUFHVIURPXQDXWKRUL]HGDFFHVVDQGLOOHJDOXVH
IRFXVRQSK\VLFDOWHFKQLTXHVWRIL[YXOQHUDELOLWLHV
7KHIRFXVRQSK\VLFDOVHFXULW\)RFXVRQSK\VLFDOVHFXULW\RIVHUYHUVVZLWFKHVURXWHUVDQGRWKHUKDUGZDUH
LQ WKHHQWLWLHVDQGFRPPXQLFDWLRQ OLQNV LQ WKHQHWZRUN V\VWHPSURWHFWLRQ IURPQDWXUDOGLVDVWHUVPDQPDGH
GHVWUXFWLRQDQGDWWDFNVWRHQVXUHWKDWWKHQHWZRUNFRPSXWHUV\VWHPKDVDJRRGHOHFWURPDJQHWLFFRPSDWLELOLW\
HQYLURQPHQW WRHVWDEOLVKDFRPSOHWHPDQDJHPHQWV\VWHP WRSUHYHQW LOOHJDOHQWU\ LQWR WKHFRPSXWHUFRQWURO
URRPDQGDOONLQGVRIWKHIWVDERWDJHRFFXUUHG
8VLQJILUHZDOOWHFKQRORJ\7KHEHVWPHDQVRIGHIHQVHH[WHUQDOWKUHDWVLVWKHXVHRIWKHVWURQJSHUIRUPDQFH
RIWKHKDUGZDUHILUHZDOOZKLFKQRWRQO\SURYLGHVSDVVZRUGSURWHFWLRQWRWKHQHWZRUNDQGWRUHVWULFWDFFHVVWR
VSHFLILFGDWDEDVHDSSOLFDWLRQEDVHGRQXVHUORJLQ)LUHZDOOWRSUHYHQWLQWUXGHUVSHQHWUDWHGDOORZLQJWRLGHQWLI\
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DQG EORFN URJXH DSSOLFDWLRQV WR VDYH EDQGZLGWK IRU EXVLQHVVFULWLFDO WUDIILF (IILFLHQW QHWZRUN WHFKQRORJ\
ZLWKKLJKFRQILGHQWLDOLW\UHTXLUHPHQWVRIWKHFUHGLWV\VWHPDQGPDQDJHPHQWV\VWHPLVFULWLFDO
7R IL[ YXOQHUDELOLWLHV $Q\ V\VWHP LV SHUIHFW SHUIHFW WKHUHIRUH WR VWUHQJWKHQ WKH VHFXULW\ RI WKH KRVW
V\VWHPWRLQVWDOOSDWFKHVDQGVHFXULW\SDWFKHVDUHQHFHVVDU\LWFDQPDNHXSWKHV\VWHPVHFXULW\YXOQHUDELOLWLHV
LQD WLPHO\PDQQHU6KRXOGXVH WKH V\VWHPYXOQHUDELOLW\GHWHFWLRQ VRIWZDUH WR VFDQDQDO\VLVRI WKHQHWZRUN
V\VWHPRQDUHJXODUEDVLVWRLGHQWLI\SRVVLEOHVHFXULW\ULVNVDQGLQDWLPHO\PDQQHUWRUHSDLU&RPPRQO\XVHG
LQGRPHVWLF VFDQQLQJVRIWZDUH;6FDQ LW KDV WKHDGYDQWDJH LV \RXFDQ VSHFLI\ WR VFDQ DQHWZRUN VHJPHQW
FRQYHQLHQW DQG SUDFWLFDO FDQ EH VHHQ WKDW WKH VFDQ UHVXOWV IURP WKH WHVW UHSRUW 7KLV SUDFWLFDO PHWKRG RI
VFDQQLQJ WKH FDPSXV QHWZRUN V\VWHP LQFOXGLQJ QHWZRUN GHYLFHV KRVWV RSHUDWLQJ LQVSHFWLRQ UHSRUWLQJ
V\VWHPVYXOQHUDELOLWLHVDQGVHFXULW\ULVNVDQGSURSRVHGUHPHGLDOPHDVXUHVDQGVHFXULW\SROLFLHVWRHQKDQFH
VHFXULW\
&RQFOXVLRQV
&DPSXV1HWZRUN6HFXULW\LVDV\VWHPVHQJLQHHULQJDQGQRWUHO\VROHO\RQRQHDVSHFWRIVHFXULW\SROLF\
WKHQHHGWRFDUHIXOO\FRQVLGHUWKHVHFXULW\QHHGVRIWKHV\VWHPWDUJHWHGLQWHUQDOHGXFDWLRQDQGPDQDJHPHQW
FU\SWRJUDSK\YLUXVSUHYHQWLRQGHWHFWLRQV\VWHPEXJIL[HVILUHZDOOWHFKQRORJ\SK\VLFDOVHFXULW\DZDUHQHVV
DQG VHFXULW\ WHFKQRORJLHV FRPELQH WR SURGXFH DQ HIILFLHQW QHWZRUN VHFXULW\ V\VWHPV 2I FRXUVH ZLWK WKH
FRQWLQXRXV GHYHORSPHQW RI FRPSXWHU QHWZRUN WHFKQRORJ\ WKH PHDQV DQG PHWKRGV RI PDLQWHQDQFH RI WKH
FDPSXVQHWZRUN VHFXULW\ZLOOEHPRUHFRPSUHKHQVLYHFDPSXVQHWZRUNZLOO DOVREH LQ WKH VFKRROVSOD\DQ
LQFUHDVLQJUROH
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